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Unit 1 Fault Classification, Identification & Rectification 

                   MCQs (1 Mark Each Questions) 

1. Which type of fault involves a direct connection between a phase and the ground? 

 

    A) Line-to-Line Fault 

    B) Line-to-Ground Fault 

    C) Double Line-to-Ground Fault 

    D) Three-Phase Fault 

 

Answer: B) Line-to-Ground Fault 

 

2. What is the primary purpose of fault classification? 

 

    A) To improve system aesthetics 

    B) To determine the type and location of faults 

    C) To increase system power factor 

    D) To synchronize multiple generators 

 

Answer: B) To determine the type and location of faults 

 

3. Which instrument is commonly used to identify the exact location of a fault in an electrical cable? 

 

    A) Insulation Resistance Tester 

    B) Time Domain Reflectometer (TDR) 

    C) Multimeter 

    D) Power Analyzer 

 

Answer: B) Time Domain Reflectometer (TDR) 

 

 

 

 



4. What is the function of a protective relay in fault rectification? 

 

    A) To adjust voltage levels 

    B) To isolate the faulted section of the circuit 

    C) To monitor system efficiency 

    D) To increase load capacity 

 

Answer: B) To isolate the faulted section of the circuit 

 

5. Which fault type involves two phases making contact with each other? 

 

    A) Line-to-Line Fault 

    B) Line-to-Ground Fault 

    C) Double Line-to-Ground Fault 

    D) Open Circuit Fault 

 

Answer: A) Line-to-Line Fault 

 

6. When identifying faults, which method is most effective for locating faults in high-voltage transmission 

lines? 

 

    A) Visual Inspection 

    B) Thermal Imaging 

    C) Time Domain Reflectometry (TDR) 

    D) Insulation Resistance Testing 

 

Answer: C) Time Domain Reflectometry (TDR) 

 

7. In the context of fault rectification, what does a circuit breaker do? 

 

    A) Measures fault current 

    B) Isolates and disconnects the faulted part of the circuit 

    C) Increases system voltage 

    D) Regulates power factor 

 

Answer: B) Isolates and disconnects the faulted part of the circuit 

 

8. What is a common cause for a Line-to-Ground fault? 

 

    A) Phase-to-Phase short circuit 

    B) Insulation failure or breakdown 

    C) Overvoltage conditions 

    D) System overload 

 

Answer: B) Insulation failure or breakdown 



 

9. Which of the following is typically performed during the fault rectification process? 

 

    A) Replacing all electrical components in the system 

    B) Conducting a thorough inspection and repair of the faulted section 

    C) Ignoring the fault to avoid system downtime 

    D) Adding extra load to the system 

 

Answer: B) Conducting a thorough inspection and repair of the faulted section 

 

10. When replacing a faulty module in an electrical system, what is the first step? 

 

    A) Testing the new module before installation 

    B) Removing the old module and installing the new one 

    C) Identifying and isolating the faulty module 

    D) Rebooting the entire system 

 

Answer: C) Identifying and isolating the faulty module 

 

11. What type of relay is used to detect faults by comparing the currents in two different parts of a system? 

 

    A) Overcurrent Relay 

    B) Differential Relay 

    C) Ground Fault Relay 

    D) Distance Relay 

 

Answer: B) Differential Relay 

 

12. Which of the following is NOT a typical step in fault identification? 

 

    A) Inspecting system alarms and indicators 

    B) Testing insulation resistance 

    C) Conducting a load analysis 

    D) Ignoring minor alarms 

 

Answer: D) Ignoring minor alarms 

 

 

13. Which tool would you use to measure insulation resistance in a cable? 

 

    A) Oscilloscope 

    B) Multimeter 

    C) Insulation Resistance Tester 

    D) Power Quality Analyzer 

 



Answer: C) Insulation Resistance Tester 

 

14. In fault rectification, what is the purpose of a thermal imaging camera? 

 

    A) To detect insulation breakdown 

    B) To identify hot spots and overheating components 

    C) To measure fault current 

    D) To test for phase imbalances 

 

Answer: B) To identify hot spots and overheating components 

 

15. What is an important consideration when repairing or replacing electrical modules? 

 

    A) Ensure compatibility with the existing system 

    B) Choose the least expensive option 

    C) Avoid using original components 

    D) Delay repairs until system performance is impacted 

 

Answer: A) Ensure compatibility with the existing system 

 

 
2 Marks Questions 

 

Q.1 What are the types of electrical faults? 

 

A: The three main types of electrical faults are: 

 

    Line-to-Ground Fault: Occurs when a phase conductor makes contact with the ground. 

    Line-to-Line Fault: Involves a short circuit between two phase conductors. 

    Three-Phase Fault: All three phases are short-circuited together. 

 

Q.2 Describe the characteristics of a symmetrical fault. 

 

A: A symmetrical fault, also known as a three-phase fault, involves all three phases being short-circuited 

together. It is the most severe type of fault and results in a balanced system with equal fault current in all 

phases. 

 
    Q.3 How is a Time Domain Reflectometer (TDR) used in fault identification? 

 

    A: A Time Domain Reflectometer (TDR) is used to locate faults in cables by sending a pulse through the 

cable and measuring the time it takes for reflections to return. This helps determine the distance to the fault 

based on the delay of the reflected signal. 

 

    Q.4 What role does insulation resistance testing play in fault identification? 

 

    A: Insulation resistance testing measures the resistance of insulation between conductors and the ground. 

Low insulation resistance can indicate potential faults or degradation in the insulation that could lead to short 



circuits or ground faults. 

 

    Q.5  What is the primary purpose of a circuit breaker in fault rectification? 

 

    A: The primary purpose of a circuit breaker is to automatically disconnect and isolate the faulted section of 

the circuit to prevent damage to equipment and ensure safety. 

 

    Q6.  Explain the role of a protective relay in fault rectification. 

 

    A: A protective relay detects abnormal conditions or faults in the electrical system and sends a signal to the 

circuit breaker to isolate the faulted section, thereby protecting the system from damage and ensuring safe 

operation. 

 

 

    Q.7 What should be checked before replacing a faulty electrical module? 

 

    A: Before replacing a faulty electrical module, one should check the compatibility of the new module with 

the existing system, ensure that the system is properly isolated, and verify that the fault has been correctly 

identified. 

 

    Q.8 Why is it important to test a new module before installation? 

 

    A: Testing a new module before installation is important to ensure that it operates correctly and meets the 

required specifications. This helps to prevent potential issues and ensures that the replacement will effectively 

address the fault. 

 

    Q.9 What is a common procedure when repairing a faulty component in an electrical system? 

 

    A: A common procedure involves identifying the faulty component, isolating the affected section, 

performing the necessary repairs or replacement, and then testing the system to ensure that the fault has been 

rectified and that the system is functioning correctly. 

 

    Q.10 How can thermal imaging be used in the process of fault rectification? 

 

    A: Thermal imaging can be used to detect overheating components and potential fault areas by visualizing 

temperature differences in electrical equipment. This helps identify issues that may not be visible through 

routine inspection and allows for targeted repairs. 

 

 
 

4 Marks Questions 

 
 

Q.1 Explain the differences between a Line-to-Ground Fault and a Line-to-Line Fault. 

 

A: 

 

    Line-to-Ground Fault: This type of fault occurs when one phase conductor comes into contact with the 

ground or an earthed part of the system. It typically results in an imbalance in the system and can cause a high 

current flow to the ground. It is usually caused by insulation failure or physical damage to the cables. Line-to-



ground faults are characterized by a single-phase fault and can lead to significant voltage drops and 

overheating. 

    Line-to-Line Fault: This fault involves a short circuit between two phase conductors. It does not directly 

involve the ground. The fault current is typically higher compared to a line-to-ground fault, and the system 

experiences a phase-to-phase voltage drop. Line-to-line faults can cause severe damage to equipment and are 

generally more balanced compared to line-to-ground faults. 

 

    Q.2 What is a three-phase fault, and why is it considered the most severe type of fault in electrical systems? 

 

    A: 

    A three-phase fault, also known as a symmetrical fault, occurs when all three phases are short-circuited 

together. It is considered the most severe type of fault because: 

        High Fault Currents: It results in the highest possible fault current because all three phases are involved 

in the short circuit, leading to a significant imbalance. 

        System Damage: It can cause extensive damage to equipment due to the high energy released during the 

fault. 

        System Stability: It can affect system stability and reliability, requiring immediate isolation and repair to 

prevent widespread outages. 

 

    Q.3 Describe the process of using a Time Domain Reflectometer (TDR) for locating faults in a cable. 

 

    A: 

    The process of using a Time Domain Reflectometer (TDR) involves the following steps: 

        Pulse Transmission: The TDR sends an electrical pulse into the cable. 

        Reflection Detection: The pulse travels through the cable and reflects off any impedance changes, such 

as faults or damaged areas. 

        Time Measurement: The TDR measures the time it takes for the reflected pulse to return to the device. 

        Distance Calculation: By calculating the time delay and knowing the pulse speed, the TDR determines 

the distance to the fault. 

        Analysis: The reflection patterns are analyzed to locate the fault precisely, allowing for targeted repairs. 

 

    Q4.  What are the key steps in using insulation resistance testing to identify faults? 

 

    A: 

    The key steps in insulation resistance testing include: 

        Preparation: Ensure the equipment is de-energized and isolated from the power source to prevent 

electrical hazards. 

        Testing: Use an insulation resistance tester to apply a high DC voltage (typically 500V or 1000V) to the 

insulation between conductors and ground. 

        Measurement: Record the insulation resistance value. A high resistance value indicates good insulation, 

while a low value suggests degradation or a fault. 

        Analysis: Compare the measured resistance with acceptable standards or historical data. Low insulation 

resistance values may indicate insulation failure, moisture ingress, or contamination. 

        Action: Based on the test results, determine if further investigation or repairs are needed. 

 

 

    Q.5 Discuss the role of protective relays in the rectification of faults and the types commonly used. 

 

    A: 

    Protective relays play a crucial role in fault rectification by detecting abnormal conditions in the electrical 

system and initiating corrective actions. Their functions include: 

        Detection: Relays monitor electrical parameters such as current, voltage, and frequency to identify fault 



conditions. 

        Isolation: When a fault is detected, relays send a signal to circuit breakers to isolate the faulted section of 

the system, preventing further damage and maintaining system stability. 

        Types of Protective Relays: 

            Overcurrent Relays: Detect excessive current flow and initiate isolation if the current exceeds a preset 

threshold. 

            Differential Relays: Compare currents at two points in the system to detect faults between those 

points. 

            Ground Fault Relays: Specifically designed to detect ground faults and provide protection against 

earth leakage. 

            Distance Relays: Measure the impedance between the relay location and the fault to determine the 

distance and isolate the fault. 

 

    Q.6 How does a circuit breaker function to rectify a fault, and what are its main types? 

 

    A: 

    A circuit breaker functions to rectify a fault by interrupting the electrical circuit when it detects an 

abnormal condition such as an overcurrent or short circuit. The main functions and types include: 

        Function: Circuit breakers monitor electrical currents and, when a fault is detected, they open the circuit 

to stop the flow of current, isolating the faulty section and preventing damage to equipment. 

        Main Types: 

            Miniature Circuit Breaker (MCB): Protects against overloads and short circuits by automatically 

tripping when excessive current is detected. 

            Earth Leakage Circuit Breaker (ELCB): Detects earth faults and isolates the circuit to protect against 

ground faults and prevent electric shocks. 

            Circuit Breaker with Overcurrent Protection: Combines overcurrent protection with manual or 

automatic switching to isolate faults. 

            Hydraulic Magnetic Circuit Breaker: Uses hydraulic and magnetic mechanisms to trip and isolate 

faults in heavy-duty applications. 

 

 

    Q.7 What are the essential considerations when replacing a faulty electrical module in a system? 

 

    A: 

    Essential considerations include: 

        Compatibility: Ensure the new module is compatible with the existing system in terms of specifications, 

voltage ratings, and physical dimensions. 

        Safety: Follow proper safety procedures, including de-energizing the system, using appropriate personal 

protective equipment (PPE), and verifying that the power is off before replacement. 

        Testing: Test the new module to ensure it operates correctly and meets performance standards before re-

energizing the system. 

        Documentation: Update system documentation and maintenance records to reflect the replacement and 

any changes made. 

 

    Q.8 Explain the steps involved in repairing a faulty component within an electrical system. 

 

    A: 

    The steps involved in repairing a faulty component are: 

        Identification: Diagnose the issue to confirm that the component is indeed faulty and identify the specific 

problem. 

        Isolation: Isolate the affected circuit or section of the system to ensure safety during the repair process. 

        Repair: Perform the necessary repairs, which may involve fixing wiring issues, replacing damaged parts, 



or adjusting settings. 

        Testing: After the repair, test the component and the entire system to ensure that the issue is resolved and 

that the system is functioning properly. 

        Restoration: Restore the system to normal operation, remove any isolation measures, and monitor the 

system to ensure the fault does not recur. 

 

    Q.9 How does thermal imaging aid in the repair and maintenance of electrical systems? 

 

    A: 

    Thermal imaging aids in repair and maintenance by: 

        Detecting Hot Spots: It identifies areas of excessive heat in electrical components and connections, 

which may indicate potential problems such as loose connections, overloads, or failing components. 

        Preventive Maintenance: By detecting overheating issues before they cause failures, thermal imaging 

allows for preventive maintenance, reducing the risk of sudden breakdowns and extending the lifespan of 

equipment. 

        Targeted Repairs: It helps focus repair efforts on specific components or areas that require attention, 

making maintenance more efficient and effective. 

        Safety: It enhances safety by allowing inspection of live electrical equipment without direct contact. 
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Unit 2: Analysis for the different types of equipment’s 

                   MCQs (1 Mark Each Questions) 

Q1. What is a key feature of modern smartphones that enhances their functionality? 

 

    A) Analog signal processing 

    B) Integrated touchscreens 

    C) Manual dialers 

    D) Mechanical keypads 

 

Answer: B) Integrated touchscreens 

 

Q2. In air conditioning systems, what does the acronym HVAC stand for? 

 

    A) Heating, Ventilation, and Air Conditioning 

    B) Heating, Voltage, and Air Circulation 

    C) High Voltage Air Conditioning 

    D) Hydronic Ventilation and Air Conditioning 

 

Answer: A) Heating, Ventilation, and Air Conditioning 

 

Q3. What is the primary purpose of a security system's motion detector? 

 

    A) To control lighting 

    B) To detect unauthorized movement 

    C) To regulate temperature 

    D) To open electronic doors 

 

Answer: B) To detect unauthorized movement 

 

 



Q4.  Which component in an air conditioning system is responsible for transferring heat to the 

outside air? 

 

    A) Evaporator Coil 

    B) Condenser Coil 

    C) Expansion Valve 

    D) Filter 

 

Answer: B) Condenser Coil 

 

Q5. In a smartphone, what role does the CPU play? 

 

    A) Manages power supply 

    B) Handles user interface 

    C) Executes instructions and processes data 

    D) Controls network connectivity 

 

Answer: C) Executes instructions and processes data 

 

Q6. Which type of sensor is commonly used in security systems to monitor door and window 

openings? 

 

    A) Infrared Sensor 

    B) Contact Sensor 

    C) Smoke Detector 

    D) Camera Sensor 

 

Answer: B) Contact Sensor 

 

Q7. What is the function of the expansion valve in an air conditioning system? 

 

    A) To condense refrigerant gas 

    B) To control the flow of refrigerant into the evaporator 

    C) To filter impurities from the refrigerant 

    D) To exchange heat with the outside environment 

 

Answer: B) To control the flow of refrigerant into the evaporator 

 

Q8. Which of the following is a common feature of modern electronically controlled doors? 

 

    A) Manual lock mechanism 

    B) Remote control operation 



    C) Mechanical key system 

    D) Hydraulic door closer 

 

Answer: B) Remote control operation 

 

Q9. What is the main advantage of using a smartphone with a multi-core processor? 

 

    A) Improved battery life 

    B) Faster multitasking and performance 

    C) Enhanced camera quality 

    D) Larger screen size 

 

Answer: B) Faster multitasking and performance 

 

Q10.  In a security system, what does a "panic button" typically do? 

 

    A) Activates an alarm and notifies emergency services 

    B) Deactivates the security system 

    C) Controls home lighting 

    D) Opens electronic doors 

 

Answer: A) Activates an alarm and notifies emergency services 

 

Q11. Which component of an air conditioning system is responsible for absorbing heat from the 

indoor air? 

 

    A) Condenser Coil 

    B) Evaporator Coil 

    C) Compressor 

    D) Expansion Valve 

 

Answer: B) Evaporator Coil 

 

Q12.  What technology is commonly used in smartphones to provide GPS functionality? 

 

    A) Bluetooth 

    B) Wi-Fi 

    C) Global Positioning System (GPS) 

    D) NFC (Near Field Communication) 

 

Answer: C) Global Positioning System (GPS) 

 



Q13. How does a security camera typically communicate its footage to a monitoring system? 

 

    A) Through physical cables 

    B) Via Bluetooth 

    C) Over Wi-Fi or wired network 

    D) Through infrared signals 

 

Answer: C) Over Wi-Fi or wired network 

 

Q14.  What feature of electronically controlled doors allows for keyless entry? 

 

    A) Mechanical lock 

    B) Keypad or biometric scanner 

    C) Traditional keyhole 

    D) Manual handle 

 

Answer: B) Keypad or biometric scanner 

 

Q15.Which sensor type is often used in air conditioning systems to maintain the desired temperature? 

 

    A) Proximity Sensor 

    B) Temperature Sensor (Thermistor or Thermocouple) 

    C) Pressure Sensor 

    D) Humidity Sensor 

 

Answer: B) Temperature Sensor (Thermistor or Thermocouple) 

 
2 Marks Questions 

 

Q1. What does the term "RAM" refer to in a smartphone, and why is it important? 

A: RAM (Random Access Memory) in a smartphone is a type of volatile memory used for temporarily 

storing data that the CPU is actively using. It is important because it affects the phone's multitasking ability 

and overall speed, allowing for smoother operation and faster access to frequently used apps and processes. 

Q2. How does the touchscreen technology in smartphones typically work? 

A: Most smartphones use capacitive touchscreen technology, which detects touch by measuring changes in 

electrical capacitance on the screen’s surface. When a finger touches the screen, it alters the capacitance at 

that point, allowing the device to register and respond to the touch. 

 
 



Q3. What is the purpose of the refrigerant in an air conditioning system? 

A: The refrigerant in an air conditioning system absorbs heat from the indoor air and releases it outside. It 

circulates through the system, changing from a liquid to a gas and back again, facilitating the transfer of heat 

and thus cooling the indoor environment. 

Q4. What does the term "SEER" stand for, and why is it important for air conditioning systems? 

A: SEER stands for Seasonal Energy Efficiency Ratio. It measures the efficiency of an air conditioning 

system by comparing the cooling output over a season to the energy consumed. A higher SEER rating 

indicates better efficiency and lower energy costs. 

Q5. What is a “control panel” in a security system, and what is its role? 

A: The control panel in a security system is the central unit that monitors and manages all components of the 

system, such as sensors and alarms. It processes signals from sensors, triggers alarms if necessary, and can 

communicate with monitoring services. 

Q6. How do door/window contact sensors work in a security system? 

A: Door/window contact sensors consist of two parts: a magnet and a switch. When the door or window is 

closed, the magnet keeps the switch closed. When the door or window opens, the magnet moves away, 

opening the switch and triggering an alert to the security system. 

 

 

4 Marks Questions 

 

Q1. Explain the roles of the CPU and GPU in a smartphone and how they interact to enhance overall 

device performance. 

A: 

 CPU (Central Processing Unit): The CPU is the main processor in a smartphone responsible for 

executing instructions and performing general tasks. It handles the operating system, runs 

applications, manages user inputs, and performs calculations. 

 GPU (Graphics Processing Unit): The GPU is specialized for handling graphics-related tasks, such 

as rendering images, videos, and animations. It offloads these tasks from the CPU, which allows the 

CPU to focus on other processes. 

 Interaction and Performance Enhancement: The CPU and GPU work together to provide a 

seamless user experience. While the CPU manages overall system operations and app logic, the GPU 

accelerates graphics processing, leading to smoother performance in gaming and multimedia 

applications. This division of labor improves efficiency, reduces lag, and enhances the overall 

responsiveness of the device. 

 

 



Q2. Describe the refrigeration cycle in an air conditioning system and the functions of the evaporator 

and condenser coils within this cycle. 

A: 

 Refrigeration Cycle: The refrigeration cycle is a process used to transfer heat from one area to 

another, effectively cooling the indoor environment. It involves the following steps: 

o Evaporation: The refrigerant absorbs heat from the indoor air at the evaporator coil, turning 

from a liquid into a gas. 

o Compression: The gaseous refrigerant is compressed by the compressor, increasing its 

pressure and temperature. 

o Condensation: The high-pressure, high-temperature gas moves to the condenser coil, where it 

releases heat to the outside air and condenses back into a liquid. 

o Expansion: The liquid refrigerant passes through an expansion valve, reducing its pressure 

before returning to the evaporator coil to repeat the cycle. 

 Functions of Coils: 

o Evaporator Coil: Located inside the building, it absorbs heat from the indoor air, cooling the 

space. The refrigerant evaporates inside the coil, removing heat from the air. 

o Condenser Coil: Located outside, it releases the absorbed heat to the outside air. The 

refrigerant condenses into a liquid in the coil, completing the heat transfer process. 

Q3. Discuss the components of a modern security system and their roles in providing comprehensive 

protection. 

A: 

 Components: 

o Control Panel: The central hub of the security system, managing and coordinating all 

connected devices. It receives signals from sensors, processes them, and triggers alarms or 

notifications. 

o Sensors: Various sensors are used to detect specific security events. Common types include: 

 Motion Detectors: Monitor movement within an area and trigger alerts if unauthorized 

movement is detected. 

 Door/Window Contacts: Detect the opening of doors or windows and send alerts to 

the control panel. 

 Glass Break Detectors: Detect the sound of breaking glass and trigger an alarm. 

o Cameras: Provide video surveillance, allowing real-time monitoring and recording of 

activities within and around the property. 

o Alarms and Sirens: Sound alerts to notify occupants and deter intruders when a security 

breach is detected. 

 Roles: 

o Monitoring: Sensors and cameras continuously monitor for security breaches. 

o Detection and Notification: The control panel processes inputs from sensors and activates 

alarms or notifications if an issue is detected. 

o Recording and Evidence: Cameras record events, providing evidence and aiding in post-

incident investigations. 

 

 

 



Q4. Explain how electronically controlled doors function, including the role of access control systems 

and their impact on security and convenience. 

A: 

 Functioning: 

o Access Control Systems: Electronically controlled doors are managed by access control 

systems that can include keypads, RFID readers, biometric scanners, or remote controls. These 

systems determine who can access the door and when. 

o Operation: When an authorized user provides the correct credentials (e.g., code, RFID tag, 

fingerprint), the access control system sends a signal to the electronic lock or strike 

mechanism, unlocking the door. This process can be triggered remotely or automatically based 

on user input. 

 Impact on Security: 

o Enhanced Security: Electronically controlled doors offer increased security by using unique 

access credentials that can be easily changed or deactivated if lost or compromised. They also 

allow for precise control over access, reducing the risk of unauthorized entry. 

o Audit Trails: Many systems provide logs of access events, which help in monitoring and 

investigating security incidents. 

 Impact on Convenience: 

o Keyless Entry: Users do not need to carry physical keys, making access more convenient and 

reducing the risk of key-related issues. 

o Remote Access: Some systems allow remote unlocking and management through smartphones 

or other devices, providing greater flexibility in controlling access. 
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Unit 3: Hardware and Software Fault analysis 

Unit 4: Visual Inspection 

                   MCQs (1 Mark Each Questions) 

1. Which of the following is a key difference between hardware faults and software faults? 

A) Hardware faults usually occur during the initialization phase, while software faults occur during 

runtime. 

B) Hardware faults are always caused by coding errors, while software faults are caused by physical 

component failure. 

C) Hardware faults are generally permanent, whereas software faults can often be fixed with updates or 

patches. 

D) There is no difference; both hardware and software faults are addressed using the same methods. 

Answer: C) Hardware faults are generally permanent, whereas software faults can often be fixed with 

updates or patches. 

2. What diagnostic tool is most commonly used to detect faults in hardware components such as the 

CPU or memory? 

A) Debugger 

B) Logic Analyzer 

C) Post-Mortem Debugger 

D) Static Analysis Tool 

Answer: B) Logic Analyzer 

3. Which of the following is a common software testing method to identify faults in a program's 

execution flow? 

A) Regression Testing 

B) Memory Leak Testing 

C) Unit Testing 

D) Boundary Testing 

Answer: C) Unit Testing 

 



4. What is the purpose of using a diagnostic tool like the "POST" (Power-On Self-Test) in hardware 

fault analysis? 

A) To test the software's ability to handle system errors 

B) To check the health of the system's storage devices 

C) To identify faulty hardware components during boot-up 

D) To update firmware in the hardware components 

Answer: C) To identify faulty hardware components during boot-up 

5. Which of the following testing methods is best suited for detecting hardware faults in a system after 

it has been deployed? 

A) Stress Testing 

B) Black-box Testing 

C) White-box Testing 

D) Compatibility Testing 

Answer: A) Stress Testing 

6. Which of the following diagnostic methods helps identify software faults by analyzing the source 

code without executing it? 

A) Dynamic Analysis 

B) Static Analysis 

C) Fault Injection 

D) Unit Testing 

Answer: B) Static Analysis 

7. What does a "bus error" typically indicate in hardware fault analysis? 

A) A malfunctioning CPU 

B) A failure in memory access 

C) A software error related to memory allocation 

D) A damaged disk storage unit 

Answer: B) A failure in memory access 

8. Which testing technique involves executing a program in a controlled environment where intentional 

errors (called "fault injections") are introduced to evaluate how the system responds? 

A) Fuzz Testing 

B) Fault Injection Testing 

C) Regression Testing 

D) Acceptance Testing 

Answer: B) Fault Injection Testing 

9. In which of the following scenarios would "Boundary Value Analysis" (BVA) be most useful in 

software fault analysis? 

A) When you need to simulate how a system responds to invalid user inputs 

B) When you need to evaluate the system's response to different environmental conditions 

C) When testing for performance and stability under load 

D) When verifying system security features 

 



Answer: A) When you need to simulate how a system responds to invalid user inputs 

10. Which of the following would be most likely to detect "race conditions" in software systems? 

A) Load Testing 

B) Code Review 

C) Concurrency Testing 

D) Functional Testing 

Answer: C) Concurrency Testing 

11. Which of the following is a common characteristic of "software bugs" compared to "hardware 

failures"? 

A) Software bugs can often be resolved by simply replacing a component. 

B) Hardware failures generally do not need to be replicated for resolution. 

C) Software bugs can be fixed by applying patches or updates without replacing physical components. 

D) Software bugs usually require physical testing to identify. 

 

Answer: C) Software bugs can be fixed by applying patches or updates without replacing physical 

components. 

12. In hardware fault diagnosis, which tool is primarily used to evaluate the health and functionality of 

a power supply unit (PSU)? 

A) Multimeter 

B) Oscilloscope 

C) Power Supply Tester 

D) Thermal Camera 

Answer: C) Power Supply Tester 

13. Which of the following is most likely to result from a hardware fault in the CPU? 

A) Incorrect calculation results or crashes 

B) Memory allocation errors 

C) Software installation failures 

D) Input/output device miscommunication 

Answer: A) Incorrect calculation results or crashes 

14. In software fault analysis, what is the main advantage of using "Automated Regression Testing"? 

A) It guarantees no new bugs are introduced into the system. 

B) It ensures that the system runs on all hardware configurations. 

C) It automatically finds and fixes hardware-related faults. 

D) It checks that new code changes have not negatively impacted existing functionalities. 

Answer: D) It checks that new code changes have not negatively impacted existing functionalities. 

15. Which of the following diagnostic methods involves the use of specific tools to examine the runtime 

behavior of software, often by inserting breakpoints or watchpoints? 

A) Profiling 

B) Dynamic Analysis 

C) Static Code Analysis 



D) Unit Testing 

Answer: B) Dynamic Analysis 

Q16: What is the primary purpose of the Earth Continuity Test? 

A. To measure insulation resistance 

B. To check the connection of exposed conductive parts to the earth 

C. To test the device's operational efficiency 

D. To measure circuit voltage 

Answer: B. To check the connection of exposed conductive parts to the earth 

Q17: What is the typical acceptable resistance value in an Earth Continuity Test? 

A. Less than 1 MΩ 

B. More than 10 ohms 

C. Less than 0.1 ohms 

D. Exactly 1 ohm 

Answer: C. Less than 0.1 ohms 

Q18: Which tool is commonly used for Earth Continuity Testing? 

A. Oscilloscope 

B. Multimeter 

C. Clamp meter 

D. Wattmeter 

Answer: B. Multimeter 

**Q19: A failure in the Earth Continuity Test could be caused by: 

A. A loose grounding connection 

B. Excessive insulation 

C. Over-voltage in the circuit 

D. High capacitance in the wire 

Answer: A. A loose grounding connection 

Q20: Earth Continuity Testing is crucial for ensuring: 

A. Voltage stabilization 

B. Safe discharge of fault currents 

C. Proper insulation performance 

D. Low circuit inductance 

Answer: B. Safe discharge of fault currents 

Q21: What does the Insulation Resistance Test measure? 

A. Earth continuity 

B. Leakage current resistance in insulation 

C. System voltage levels 

D. Circuit impedance 

Answer: B. Leakage current resistance in insulation 



Q22: Which equipment is used to perform an Insulation Resistance Test? 

A. Multimeter 

B. Megohmmeter 

C. Clamp meter 

D. Frequency counter 

Answer: B. Megohmmeter 

Q23: What is the minimum acceptable value for insulation resistance in most systems? 

A. 0.1 ohms 

B. 100 ohms 

C. 1 MΩ 

D. 100 MΩ 

Answer: C. 1 MΩ 

Q24: What factors can lower insulation resistance during a test? 

A. Dry environments 

B. High temperatures and moisture 

C. Short circuit in wiring 

D. Over-voltage protection systems 

Answer: B. High temperatures and moisture 

 
2 Marks Questions 

 
1. Explain the role of "Power-On Self-Test" (POST) in hardware fault diagnosis. 

Answer: 

The Power-On Self-Test (POST) is a diagnostic process that runs when a computer is powered on. It checks 

the basic hardware components like the CPU, memory, keyboard, and storage devices to ensure they are 

functioning properly before the operating system starts loading. If any faults are detected during POST, the 

system typically halts the boot process and emits error codes (e.g., beeps or visual indicators) to notify the 

user of the specific hardware failure. 

 

2. What is the difference between static and dynamic analysis in software fault diagnosis? 

Answer: 

Static analysis involves analyzing the source code without executing it. It looks for potential errors, vulnerabilities, or 

code inefficiencies by examining the code structure, syntax, and logic. Tools like linters or compilers with static 

analysis capabilities are often used for this. 

Dynamic analysis, on the other hand, involves running the software to observe its behavior during execution. It helps 

detect issues like memory leaks, runtime errors, and performance bottlenecks by monitoring the software’s interaction 

with hardware and system resources in real-time. 

 

 



 

 

 

3. Describe the concept of "fault injection" in software testing and its purpose. 

Answer: 

Fault injection is a software testing technique where errors or faults are deliberately introduced into the 

system to assess how it reacts under failure conditions. This method helps test the robustness of software by 

simulating real-world scenarios where errors (e.g., network failures, memory corruption) might occur. The 

purpose is to identify vulnerabilities, ensure the system can recover gracefully, and validate that error-

handling mechanisms function correctly under stress or unexpected conditions. 

 

4. What is "stress testing" in the context of hardware diagnostics, and why is it important? 

Answer: 

Stress testing involves pushing hardware components (like the CPU, RAM, and power supply) beyond their 

normal operating limits to evaluate their performance and stability under extreme conditions (e.g., high 

temperature, maximum load). It helps identify hardware weaknesses such as overheating, power supply 

failures, or memory errors that may not manifest under normal usage. Stress testing is crucial for ensuring 

that hardware can handle peak loads and operate reliably in real-world environments. 

 

5. What is the importance of "regression testing" in software fault analysis? 

Answer: 

Regression testing is essential for ensuring that recent code changes, such as bug fixes, feature updates, or 

optimizations, do not negatively affect existing functionalities. It involves re-running previously passed test 

cases to verify that new changes have not introduced new defects or caused unintended consequences. This 

helps maintain software stability and reliability over time, especially in complex systems where even small 

changes can have widespread effects. 

 

6. Explain the difference between hardware failure and software bugs. 

Answer: 

Hardware failure typically involves physical damage or malfunctioning of components like the CPU, memory, 

or storage devices. These failures often require hardware replacement or repair. Examples include a faulty 

RAM chip or a damaged hard disk. 

Software bugs refer to coding errors or logical flaws in a program that cause incorrect or unexpected behavior. 

Bugs can be fixed by modifying the software code, and they do not require physical repairs to the hardware. 

Examples include memory leaks, incorrect algorithm implementations, or user interface glitches. 

 

7. What is "boundary value analysis," and how is it used in software testing? 

Answer: 

Boundary value analysis (BVA) is a software testing technique used to check how the system handles input 

values at the boundaries of acceptable ranges. Since errors often occur at the edges of input ranges, BVA tests 

values at or near these boundaries (e.g., minimum, maximum, just above or below). For example, if an input 



field accepts values between 1 and 100, BVA would test inputs like 0, 1, 100, and 101 to ensure the system 

handles these edge cases correctly. 

 

8. What are "race conditions" in software, and how can they be detected? 

Answer: 

A race condition occurs in a multithreaded or distributed system when two or more processes or threads 

attempt to access shared resources concurrently, and the outcome depends on the timing or order of 

execution. This can lead to unpredictable behavior, including data corruption or system crashes. Concurrency 

testing and tools like thread sanitizers or debuggers can help detect race conditions by identifying instances 

where multiple threads interact improperly with shared data or resources. 

 

9. Describe how a logic analyzer can help diagnose hardware faults. 

Answer: 

A logic analyzer is a diagnostic tool that monitors and records the digital signals within a hardware system, 

such as the state of the data bus or control signals. It is useful for diagnosing faults in digital circuits, such as 

memory, processors, or communication interfaces, by analyzing the timing and sequence of signals. If a 

hardware component fails to behave as expected, the logic analyzer can help identify issues like incorrect 

signal levels, timing problems, or communication breakdowns, making it an essential tool for hardware fault 

analysis. 

 

10. What is the significance of "dynamic analysis" in detecting software memory issues? 

Answer: 

Dynamic analysis involves running a program and monitoring its memory usage and system resources during 

execution. It is particularly useful for detecting memory-related issues such as memory leaks (where memory 

is allocated but never released), buffer overflows, and improper memory access. By analyzing the behavior of 

a program at runtime, dynamic analysis tools can identify when memory is being improperly allocated or 

deallocated, helping developers fix memory-related faults that might otherwise be difficult to detect through 

static analysis alone. 

Q11: What is the Earth Continuity Test? 

Answer: 

The Earth Continuity Test checks that exposed conductive parts are properly connected to the earth to ensure 

safety by providing a low-resistance fault path. 

Q12: Why is the Earth Continuity Test important? 

Answer: 

It ensures user safety by preventing electric shock and protects equipment by providing an effective 

grounding path. 

Q13: What is the acceptable resistance value in the Earth Continuity Test? 

Answer: 

Typically, the resistance should be less than 0.1 ohms. 

Q14: What tools are used for Earth Continuity Testing? 

Answer: 

A continuity tester, multimeter, or PAT tester is commonly used. 



 

4 Marks Questions 

 
Q1: Define hardware fault analysis and provide examples of common hardware faults. 

Answer: Hardware fault analysis is the process of identifying, diagnosing, and resolving physical or 

structural issues in electronic components or systems. Common hardware faults include: 

 Short circuits: Electrical pathways unintentionally connect. 

 Open circuits: A broken connection interrupts the circuit. 

 Overheating: Components fail due to excessive temperature. 

 Corrosion: Physical degradation impacts performance. 

 Memory faults: Issues in RAM or storage devices cause data corruption. 

 

Q2: What is software fault analysis, and how does it differ from hardware fault analysis? 

Answer: Software fault analysis identifies and resolves issues in code or software behavior that cause 

malfunctions. Unlike hardware faults, which are physical and involve tangible components, software faults 

are logical errors such as: 

 Syntax errors: Mistakes in the code's structure. 

 Logic errors: Faulty implementation of algorithms. 

 Runtime errors: Crashes due to invalid operations or insufficient resources. Hardware fault analysis deals with 

physical diagnostics, while software fault analysis focuses on debugging and testing. 

 

Q3: What are the common diagnostic methods for identifying hardware faults? 

Answer: Diagnostic methods for hardware faults include: 

1. Visual Inspection: Checking for physical damage, burnt components, or disconnected wires. 

2. Multimeter Testing: Measuring electrical properties (voltage, resistance, continuity) to pinpoint faults. 

3. Oscilloscope Analysis: Observing signal waveforms for irregularities. 

4. POST (Power-On Self-Test): Built-in tests in devices that verify hardware health during startup. 

5. Thermal Imaging: Detecting hotspots indicating overheating or component failure. 

 

Q4: Explain two methods for diagnosing software faults. 

Answer: 

1. Static Analysis: 
o Involves examining code without executing it, using tools to detect syntax errors, vulnerabilities, or 

inefficient algorithms. 

o Example tools: SonarQube, FindBugs. 

2. Dynamic Testing: 
o Running the software under various conditions to observe its behavior. 

o Types include unit testing, integration testing, and system testing to detect runtime and logical 

errors. 

 



Q5: Describe the importance of testing methods in fault analysis and provide examples. 

Answer: Testing methods are crucial to identify and fix faults to ensure system reliability and performance. 

Examples include: 

1. Functional Testing: Ensures the system operates as expected based on requirements. 

2. Stress Testing: Verifies system stability under extreme conditions. 

3. Boundary Testing: Examines system behavior at input or output limits. 

4. Regression Testing: Ensures new changes don’t introduce new faults. 

5. Built-in Self-Test (BIST): Hardware components perform self-checks to detect faults. 

         Q6: Explain the Earth Continuity Test, its importance, the procedure, and the factors affecting 

test results. 

Answer: 
The Earth Continuity Test ensures the safety of electrical equipment by verifying that all exposed conductive 

parts are effectively connected to the protective earth. This test is critical for protecting users from electric 

shocks and ensuring compliance with safety standards like IEC 60364. 

Importance of Earth Continuity Test 

 Provides a low-resistance path for fault currents to flow safely to the ground. 

 Reduces the risk of electric shock by ensuring that metal parts of devices are properly grounded. 

 Confirms compliance with regulatory standards for electrical safety. 

Procedure for Earth Continuity Test 

1. Preparation: Disconnect the equipment from the power supply to ensure safety. 

2. Connection of Testing Equipment: 

o Connect one probe of the continuity tester or multimeter to the device’s earth pin or grounding 

terminal. 

o Attach the other probe to any exposed conductive part of the device (e.g., metal casing). 

3. Measurement: 

o Measure the resistance between the two points. 

o The resistance should typically be below 0.1 ohms for compliance. 

4. Verification: 

o A higher resistance value indicates a potential fault in the earth connection, such as loose wiring, 

corrosion, or a break in the earth wire. 

5. Documentation: Record the test results for maintenance and compliance records. 

Factors Affecting Test Results 

 Quality of Grounding: Poorly maintained or corroded grounding systems can increase resistance. 

 Mechanical Wear: Physical damage to the grounding wire or connections. 

 Environmental Conditions: Moisture or corrosion in connectors or terminals. 

 Testing Equipment Accuracy: Faulty or improperly calibrated testing devices can affect results. 

 

Q7: What safety measures and standards should be followed while conducting an Earth Continuity 

Test? 

Answer: 
Safety is paramount when conducting Earth Continuity Tests. Key safety measures and standards include: 



 Ensuring Power Isolation: Disconnect equipment from the power supply to avoid electrical hazards. 

 Using Proper Equipment: Ensure the testing device (e.g., continuity tester, multimeter) is calibrated and in 

good condition. 

 Following Standards: Comply with regulations such as IEC 60364 or local electrical safety standards. 

 Wearing Protective Gear: Use insulated gloves and tools to prevent accidental contact with live circuits. 

 Environmental Awareness: Avoid testing in wet or damp conditions that could affect test accuracy or pose 

additional risks. 

Q8: Describe the Insulation Resistance Test, its purpose, the procedure, and how the results are 

interpreted. 

Answer: 
The Insulation Resistance Test measures the resistance of an electrical system's insulation to detect faults, 

degradation, or weaknesses. It ensures electrical safety and reliability by preventing leakage currents that 

could lead to short circuits or electric shocks. 

Purpose of Insulation Resistance Test 

 Safety Assurance: Prevents electrical hazards by identifying insulation failures. 

 Reliability Verification: Ensures that the equipment operates correctly without leakage currents. 

 Preventative Maintenance: Identifies early signs of insulation degradation to schedule repairs. 

 Compliance: Ensures systems meet safety standards such as IEC 61557. 

Procedure for Insulation Resistance Test 

1. Preparation: 
o Disconnect the power supply and isolate the circuit or device under test. 

o Discharge any residual voltage using a grounding stick or resistor. 

2. Connection of Test Equipment: 
o Use a megohmmeter (insulation resistance tester). 

o Connect one probe to the live conductor and the other to the earth or neutral conductor. 

3. Application of Test Voltage: 
o Apply a high DC test voltage (e.g., 500V or 1000V) across the insulation. 

o For equipment rated below 1 kV, typically use 500V DC; for higher-rated equipment, use 1000V or 

more. 

4. Measurement: 
o Measure the resistance; a value exceeding 1 MΩ is generally acceptable. Higher resistance values 

indicate good insulation. 

5. Recording Results: Document the test findings for safety and maintenance logs. 

Interpreting Results 

 High Resistance (>1 MΩ): Indicates good insulation with minimal leakage currents. 

 Low Resistance (<1 MΩ): Suggests insulation breakdown, requiring immediate attention. 

 Fluctuating Readings: May indicate moisture or contamination in the insulation. 

 

Q9: What factors can influence the results of an Insulation Resistance Test? 

Answer: 
Several factors can impact the results of an Insulation Resistance Test: 

 Moisture Content: High humidity or water ingress reduces insulation resistance. 

 Temperature: Insulation resistance decreases with increasing temperature. 



 Contamination: Dirt, dust, or chemical deposits can degrade insulation performance. 

 Aging: Older equipment often has reduced insulation resistance due to material degradation. 

 Voltage Level: The test voltage applied must match the system's rating to avoid inaccurate results or damage. 

 Mechanical Stress: Physical damage to cables or insulation can lower resistance. 

 

Q10: Discuss the importance of the Insulation Resistance Test in electrical maintenance. 

Answer: 
The Insulation Resistance Test is critical in preventive and corrective electrical maintenance for the following 

reasons: 

1. Prevention of Electrical Failures: Early detection of insulation faults reduces the likelihood of system 

breakdowns. 

2. Safety Compliance: Ensures systems meet regulatory safety requirements, protecting users and equipment. 

3. Extended Equipment Life: Regular testing identifies and mitigates insulation degradation, prolonging system 

longevity. 

4. Cost-Effectiveness: Preventative maintenance avoids costly repairs and unplanned downtime. 

5. Risk Reduction: Minimizes the risk of electric shocks, short circuits, and fire hazards caused by insulation 

failures. 

 


